
Identifying and 
Protecting  Against 
Becoming a Victim of 
Financial Crime
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MOST COMMON FINANCIAL  CRIMES

 Investment Scams/Crypto
 Phone/Text Impersonations
 Grandparent and Imposter Scams
 Tech Support Scams
 Mass Mail Scams
 Romance/Relationship Scams
 Counterfeit Check Scams
 Compromised Email Accounts
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CURRENT TRENDS

 Bank accounts being opened online using victim’s 
personal information

 Victims opening bank accounts and providing their 
debit cards and PINs to fraudsters who conduct 
ATM withdrawals

 Increasing reports of in person currency or gold 
pickups from victims

 Fraudsters using retailers as parcel pickup locations 
instead of their home address (Walgreens, grocery 
stores)



WHAT IS CAUSING INCREASE 
IN FRAUD?

 Unprecedented levels of mail theft causing surge in check fraud

 Increasing use of APP and Fintech

 FBI’s IC3 received more than 453,000 cyber-enabled fraud 
complaints, with reported losses exceeding $17.7 billion in 
2025, according to the latest IC3 report

 Highest losses were comprised of 149,686 181,565 
complaints of cyber-enabled crime and fraud involving 
cryptocurrency, with over $9.3 billion $11 billion in 
reported losses 

 Transnational Scam Centers

 Multi-tiered scams involving bank or law enforcement 
impersonations

 Scams that target bank employees



WHY IT ’S  WORKING

COVID was an 
accelerator. 

Everyone is on 
social media 
and/or a cell 

phone

Real-time 
payments 

remove the 
float through 
platforms like 
Zelle, Venmo, 
and CashPay

Caller prompts 
them to buy 

gift cards or go 
to a crypto 

ATM outside of 
the banker's 

view

The caller tells 
client to lie if 
asked  why 

they are 
transferring or 
withdrawing so 
much money

Caller claims to 
be a 

government 
official or other 

authority

Limit on how 
much banks 

can do to 
prevent the 
transaction, 

absent closing 
the account



AGENDA

T R A N S N AT I O N A L  F I N A N C I A L  C R I M E S

A I  A N D  E M E R G I N G  T R E N D S

S O L U T I O N S

E F F E C T I V E  R E P O R T I N G  T O  G E T  R E S U LT S



















BANK IMPERSONATIONS
You receive a call or text from someone posing as an ARB employee. 
The caller ID may even be spoofed to look like an official ARB number.

You are asked to verify if a transaction is legitimate. When you state the 
transaction is unauthorized, they offer technical support to help with your 
“compromised account.”

You are asked to provide login credentials and the code sent to your mobile 
device.

 They may change the phone number on file to receive all codes going forward.

 They may set up Zelle payees or external transfers to steal from you.

You receive a text message linking to a website or are asked to type the address 
of a website in your browser.

 You are instructed to download remote access software to your device and 
asked to log into online banking.

 Since they have access to your device, they can see your 
login information and can now begin sending money from your account.
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INVESTMENT SCAMS / PIG BUTCHERING

CONNECT WITH 
SOMEONE ONLINE OR BY 

TEXT

THEY ASK YOU TO INVEST THEY SHOW YOU 
“PROFITS”
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ROMANCE SCAMS



COUNTERFEIT 
CHECK SCAMS

▪ Customer receives a check with 
instructions to deposit it in the 
bank

▪ Later asked to withdraw in cash 
and/or wire and/or Zelle

▪ The check is a fake, and is 
returned as counterfeit 
overdrawing the customer’s 
account
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OVERPAYMENT SCAMS USING 
STOLEN CHECK DATA

Offer for employment for a Virtual Remote 
Assistant job

Apply for this position and are “hired” and sent a 
counterfeit check

Instructed to Zelle $$$ back to a sales 
representative who “worked” for the same 
company



PHANTOM HACKER CRIMES

Fraudster calls and pretends to be a computer 
technician from a reputable company saying their 
computer has been infected.
A popup window says your computer is at risk. The 
message in the window warns of a security issue on 
the computer and to call a number to get help.
1. Fraudulent ‘Refund’ where fraudster tells victims 

they are owed a refund for prior services, 
requiring a credit card, or

2. Ransomware- fraudster installs malware that 
holds your computer ‘hostage’ demanding 
money for access.

Guidance for victims: 
https://www.consumer.ftc.gov/articles/how-spot-
avoid-and-report-tech-support-scams
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https://www.youtube.com/watch?v=IHINL7047E0





FRIEND OR FAMILY IN TROUBLE

Triggering Incident, such as an 
accident
Heightened Emotions

Need to Act Quickly

No Time to Reflect

 Isolation from Trusted Allies



CURRENT TRENDS

ARTIFICIAL INTELLIGENCE ON THE RISE



DEEPFAKES IN FRAUD SCHEMES

Synthetic Media Creation

Deepfakes use artificial intelligence to create highly 
realistic videos or audio, simulating things never actually 
said or done.

Fraudulent Uses of Deepfakes

Criminals leverage deepfakes to fake voices or manipulate 
videos for scams and unauthorized transactions.

Authentication and Security Risks

Deepfake techniques present major challenges for 
verifying identity and maintaining digital security.



HOW VOICE WORKS IN A DEEPFAKE

Only need 6 seconds of your voice

 Pitch variation

 Tone & cadence

 Accents

 Phrases

Researching location and online presence for 
queues enhances the message, making it more 
impactful and believable

 Restaurants

 Activities

 Interests on social media



ARTIFICIAL  INTELLIGENCE IS  INCREASING 
LEGITIMACY

 AI used to write scripts/emails/letters

 Auto-dialers

 Analytics

 Spending less time on the fraud –
casting a wider net, scraping social media

 Deep Fakes - disguise voices, accents, 
and their video

https://quiz.iproov.com/



SOLUTIONS



RESOURCES FOR PREVENTION

 Online Banking 
Tools

 Emergency 
Financial Contacts 

 View-Only Access

 Dark Web 
Monitoring

 ID Theft Insurance

 Email analysis

 Card controls

 Consider different 
devices / cards for 
different purposes

 Support Hotlines

 Technology

 Forward texts to 
7726

 Anti-malware and 
Anti-remote tools

 Call blocking
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FOR VICTIMS OF FINANCIAL 
CRIMES

IdentityTheft.gov: This U.S. government website 
(www.identitytheft.gov) can guide you through each 
step to recover from identity theft.

Victims of Crime Resource Center: This organization 
(www.1800victims.org) offers resources and support 
for fraud victims.

National Center for Victims of Crime: This center's 
(www.victimsofcrime.org) financial crime resource 
center offers support for victims of financial crime.

Cybercrime Support Network: This network 
(www.fraudsupport.org) provides recovery steps for 
multiple types of scams and fraud.
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Credit + Identity + 
Home

Phishing 
Scams

Unusual 
Behavior

Elder 
Abuse

Romance 
Exploitation 

Cognitive Decline

Change of address, 
new account 
opened, stolen 
email, stolen 
password

Zelle
Crypto
Gift Card
Bill Change

Strange check 
Strange ATM 
location
High number of 
checks

Increased grocery 
bill
Systemic drain

New P2P recipient 
New crypto 
payment
Dating site joined

Recurring charity
Reduced mobility
Missed bills 
Duplicate services



OTHER TOOLS
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ROMANCE 
SCAMS
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ADDITIONAL RESOURCES 

• www.americanriviera.bank

“like” us on Facebook

• https://www.identitytheft.gov/

You can also call 1-877-IDTHEFT (438-
4338)

• www.fraud.org

You can also call 1-800-876-7060

• https://www.consumer.ftc.gov/blog

• https://www.fbi.gov/scams-and-
safety/on-the-internet

• Staysafeonline.org – National Cyber 
Security Alliance

• dhs.gov/topic/cybersecurity  – DHS
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REPORT AS SOON AS POSSIBLE!

• Cybercrimes – FBI 
http://www.ic3.gov/default.aspx

• File a Consumer Complaint
https://www.ftc.gov/



REPORT CYBER CRIMES TO THE FBI 
AND FTC

• Report to the Internet Crime Complaint Center at www.ic3.gov

• Include all financial transaction information and any information on the 
fraudster

• Save all correspondence, money transmission receipts, whether by text, 
emails, etc. with the fraudsters

• Download a copy of the complaint when filed - victims cannot access a 
report once it is submitted.

• Victims can submit additional supplemental reports

• Victims can file a report on behalf of another person

• FBI Rapid Asset Recovery Team (RAT) works to block certain fraudulent 
wire transfers in BEC crimes by contacting financial institutions quickly to 
freeze suspicious pending wire transfers, and return funds to victims.
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THANK YOU

Laurel Sykes, EVP

Chief Risk Officer

American Riviera Bank

lsykes@arb.bank


